HNHOOPMAIIMOHHASA ITAMSATKA
JUISI OBYUYAROHIUXCA AJIS1 PASMEIIEHU S
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX
C KaxapIM TOJOM MOJIOJICKU B UHTEPHETE CTAHOBUTHLCS OOJIbINE, a MIKOJbHUKU
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barenen PyHera. Mexay Tem, NOMHUMO
OTPOMHOTO KOJIMYE€CTBA BO3MOXHOCTEH, HHTEpPHET HeceT W TMpoljieMbl. ITa
maMsATKa JOJKHA NOMOYb TeOe 0€30I1acHO HAaXOIUTHLCS B CETH.

KoMnbHTEpHbIE BUPYCHI

KomnbroTepHblii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMYUTEIIBHOW OCOOCHHOCThIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nononnenue k 3TOMy, BUPYChl MOTYT TOBPEAUTH WJIU MOJTHOCTHIO YHUUTOXKUTH
Bce (paiiyibl ¥ JaHHBIEC, TOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amyllieHa 3apa)KeHHasi NporpaMma, a TakKe MOBPEAUTh WM JaK€ YHUUTOXKHUTh
OTIEPAIIMOHHYI0 CUCTEMY CO BcemH (paiimamu B 11eioM. B GoNIBIIMHCTBE ciiydaeB
pacipoCTPaHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEJIOHOCHBIX MPOrPaMMm:

1. Hcnonb3yii COBpEMEHHBIE OIEPAIMOHHBIE CUCTEMBI, HUMEIOIINE CEPhE3HBIN
YPOBEHB 3AIUTHI OT BPEAOHOCHBIX MPOTPaMM;

2. IlocrosHHo ycraHaBnuBail mautu  (UUQPOBBIE  3aIUIaTKU, KOTOPHIC
aBTOMATHUYECKH YCTAHABIMBAIOTCS C 1EIbIO JOPAOOTKM MPOrpaMMbl) U ApPyTHE
OOHOBJIEHUSI CBOEW omnepaluoHHOW cuctembl. CKauuMBaii UX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecim  cymectByer — pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE TMOJ TMpaBaMU T[OJb30BaTENsl, a He
aIMUHUCTPATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnone3yil  aHTUBUPYCHBIE  NPOTPAMMHBIE  TMPOAYKTHI ~ HU3BECTHBIX
IIPOU3BOAUTENICH, C aBBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (HU3NUECKUIN JOCTYI K KOMITBIOTEPY AJI IOCTOPOHHUX JIHUIL;

6. Ucnonb3yil BHENIHUE HOCUTETW MHGOpMAIMH, Takue Kak (Jelika, AUCK WIH
¢aiin U3 HHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpeiBali KOMIBIOTEpHBIC (ailyibl, TMOJTyYEeHHbIE W3 HEHAJACKHBIX
ucTOuHUKOB. Jlaxke Te ailybl, KOTOpBIE MPHUCTAN TBOW 3HAKOMBIN. Jlydie yrounu
y HETO0, OTIIPABJISUI JIU OH Te0e UX.




Cerun WI-FI

Wi-Fi - 370 He BuI mepemaud JaHHBIX, HE TEXHOJIOTHsS, a BCETO JIMIIb OPEHI,
Mapka. Eme B 1991 roay Hunepianjickass KOMIIAHHMSI 3aperucTpupoBajia OpeH[
"WECA", uyto o06o3Hauano caoBocouetanue "Wireless Fidelity", kotopslii
NepeBoIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hamiero BpeMeHHU Jaouuia Apyras abOpeBuaTypa, KOTopas SIBISETCS TAKOM xKe
TexHoyiorueid. Ito adbopesuarypa "Wi-Fi". Takoe HazBaHue OBLIO JaHO C HAMEKOM
Ha CTaHAapT Beiclied 3BykoBoi TexHuku Hi-Fi, yto B mnepeBoae o3Hauvaer
"BBICOKas TOUHOCTB".

Jla, OecrulaTHbI MHTEPHET-AOCTYN B Kade, OTEeNIX M ad’poroprax SBISIETCS
OTJINYHOM BO3MOKHOCTHIO BBIXOJIa B MHTEpHET. HOo MHOrMe sKCHepThl CUUTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sSBIsIOTCS 0€30MacHbIMHU.

CoBeTbI 10 6€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBOO JIMUHYIO HHPOpMALIHIO Yepe3 obmenoctynubie Wi-Fi ceTw.
PabGotass B HMX, KelaTeJIbHO HE BBOJMUTH MApPOJU JOCTYIA, JIOTUHBI U KaKHE-TO
HOMEDpA;

2. Ucnionb3yit 1 OOHOBJISH aHTUBUPYCHBIE TIPOrpaMMbI U OpaHamayep. Tem caMbiM
ThI 00€e30maculllb ce0s OT 3aKauKu BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanun Wi-Fi otkimtoun pynkiuio "O6mmit qoctyn k Qaitnam u
npuntepam". JlanHass GyHKIUS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOphIE
M0JIb30BATENN aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHUS B paboTe Uiu yueoe;
4. He ucnonws3yit nyosmunsidi WI-FI nis mepegaunm TUYHBIX JaHHBIX, HalpUMep
JUIS1 BBIXOJIA B COLMANIBHBIE CETH WIIA B DJIEKTPOHHYIO MIOUTY;

5. Ucnonp3yit Tosbko 3amuieHHoe coenunenune yepes HTTPS, a ne HTTP, T.e.
pu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B wmoOuwnbHOM Tenedone otkmoun yakiuo "Tlogkmouenne k  Wi-Fi
aBTomaTuuecku'". He gomyckail aBTOMaTMYE€CKOTO IMOJKIIOUECHUS YCTPOWCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.




CounuajabHble ceTH

CouuanbHble CETH aKTHUBHO BXOJST B Hally >KM3Hb, MHOTHE JIIOJIU pabOTalOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musimapa 4esioBeK,
YTO SIBJISIETCSA OJTHOM CEIbMOW BCEX JKUTEJIEU IIaHEThl. MHOIHME MOIb30BaTENN HE
MMOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMU B COIMATBHBIX CETAX, MOMXKET
OBITh HaliZiecHa W HCMOJb30BaHA KEM YTOJHO, B TOM YHUCJE HE 0053aTEIBHO C
0JIaruMu HaMEpPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COUMAJIBHBIX CeTHAX:

1. Orpanuub cnucok npys3ed. Y 1e0s B Apy3bAX HE JOJKHO ObITh CIy4alHBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3amumiail cBOW 4acTHYIO ku3Hb. He ykaspiBail maposu, TenedoHBI, anapeca,
JaTy TBOETO POXKACHUS W APYTYHO JIMUHYIO HHGOPMAIUIO. 3J0YMBIIIIICHHUKU
MOTYT HCHOJIb30BaTh Jake WH(OOpPMAIMIO O TOM, KaK Thl U TBOU POJUTETU
IJIAHUPYETE MPOBECTH KAHUKYIIbI,

3. 3amumiaii CBOIO pemyTaluio - JepKU €€ B YMCTOTE W 3ajaBail cebe BOmpoc:
XoTesl OBl Thl, YTOOBI APYrue€ TOJb30BATEIN BHUJEIU, YTO Thl 3arpyskaciib?
[Togymaii, mpesxie ueM 4TO-TO OIYyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Ecnu Thl TOBOPHIIL C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3YH CBOE
peaspHOe UMS U IPYTYIO JUYHYI0 UHGOPMAIUUA: UMS, MECTO JKUTEIhCTBA, MECTO
y4eObl U TIpouee;

5. UsGerait pasmenienus dotorpaduii B MHTEpHETE, T/HE ThI H300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIPEAEIUTH TBOE MECTOIOIOKEHHE;

6. Ilpu peructpanuu B COLMAIBLHON CETH HEOOXOAMMO MCIOJIB30BaTh CIIOKHBIC
apoJju, COCTOSIINE U3 OYKB M IU(PP U ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;

7. Jlng comuanbHOM CETH, MOYTHI M JPYTHX CAUTOB HEOOXOIWMO HCIIOJIB30BAThH
pasHbie maposd. Toraa ecnu TeOs B3IOMAIOT, TO 3JOYMBIIUICHHUKH MOTy4YaT
JOCTYTI TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.




DJIEKTPOHHBIE ICHbI'H

DNEeKTpOHHbIE JI€HBIW - ATO OYEHb YAOOHBIM CHOCOO MIaTeXei, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TH JCHBIH.

DNEeKTpOHHBIE JICHBIW TOSBUIINCH COBCEM HENABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX TOCYy/IapCTBaX JI0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHHPYIOT U O HUX y)K€ MPOMHCAHO B 3aKOHE, TJe HMX
pa3aensioT Ha HECKOJBKO BHJIOB - AHOHUMHBIC U HE aHOHMMHBIE. PazHuma B ToMm,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemaeTcsl MPOBOAUTH omepaunuu 0e3
UACHTU(UKAIINK TIOTH30BATENs, @ B HCAHOHUMHBIX WIACHTH(HUKAIIS TOIb30BaATEIS
ABIIIETCS 0053aTENBHOM.

Taxke crmegyeT pa3nuuaTh  DJIGKTPOHHBIE  (UATHBIE  JIEHBIW  (paBHBI
rOCYJapCTBEHHBIM BAJIOTaM) W DJCKTPOHHBbIC He(dHaTHbIC NEHBIU (HE paBHBI
rOCyJIapCTBCHHBIM BAJIFOTAM ).

OcHoBHBIE cOBETHI 10 0e30MACHOI padoTe € 3JIEKTPOHHBIMHU I¢eHbIAMMU:

1. IpuBsixu K cuery MOOWIbHBIA TeneoH. DTO caMblii YIOOHBIA U OBICTPHIA
croco® BOCCTAaHOBHUTH NMOCTYN K cyery. lIpuBs3aHHBIA TeneoOH MOMOXKET, €CIH
3a0yJenb CBOW TUIATEKHBIA IMapojb WIM 3alJelih Ha CaUT C HE3HaKOMOTO
YCTPOMCTBA;

2. HWcmone3yit omHopazoBeie maponu. [locie mepexoga Ha YCHICHHYIO
aBTOpHM3alLUI0 TeOe y)Xe He OyneT yrpoxkaTb OMACHOCTh KpakM WM IepexBaTa
IUIaTEKHOTO TapoJIs;

3. BriGepu cioxHbIil napois. [lpectynHukam OyaeT He MPOCTo yraaaTh CIOKHBIH
naposib. HajexHsle maponu - 3TO Maposiu, KOTOPbIE COEpKaT HE MEHee 8 3HAKOB
U BKJIIOYAIOT B ce0sl CTPOYHBIE U MPOINUCHBIE OYKBbI, HU(PBI U HECKOIBKO
CHUMBOJIOB, TaKM€ KakK 3HaK Jaoiuiapa, (pyHTa, BOCKIMIATENbHBIM 3HaK W T.II
Hampuwmep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JIAHHBIE HA CaliTaX, KOTOPbIM HE J10BEPSICILb.




DJIEKTPOHHASA 10YTA

ONEKTpOHHAsl TOYTa - 3TO TEXHOJIOTHMS W NPENOCTABIIEMBIE €0 YCIYTH IIO
MEPECHIIKE U MOJYUYEHUIO ANEKTPOHHBIX COOOLIEHUH, KOTOPbIE pacTpeAeIsitoTCs B
KOMIMBIOTEpHOU ceTh. OOBIYHO JIEKTPOHHBIM TMOYTOBBIM SIIIUK  BBITJISIUT
clenyronmM o0pa3oM: UMs_TOJIb30BaTeNsI(@uMsl_toMeHa. Taxke KpoMme nepenayu
MIPOCTOT0 TEKCTA, UMEETCSI BOBMOXKHOCTb MepeiaBaTh (hailsibl.

OcHoBHBIE COBETHI 10 0e30NacCHO padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh mpaBUIIbHBIN MOYTOBBIM cepBHC. B MHTEpHETE €CTh OrpOMHBIM
BBIOOp OECIUIaTHBIX IMOYTOBBIX CEPBHCOB, OJIHAKO JIy4Yllle JIOBEPSATh TEM, KOIO
3HACIIb U KTO IIEPBbIM B PEUTHUHIE;

2. He yka3piBail B JMYHOM mouTe JuuHylo uHpopmanuio. Hampumep, myudrie
BbIOpaTh "My3blKanbHbIN _(aHaT@" win "pok2013" BmecTo "temal3";

3. Mcnonp3yil IBYX3TalHYIO aBTOPU3AIMIO. DTO KOrJa MOMUMO MAapojs HYKHO
BBOJUTH KOJI, PUChUIAEMBIN 110 SMS;

4. BeiObepu CIOXKHBIN Maposib. [ KakJ1I0ro Mo4TOBOTO SIIIHUKA JOJIKEH OBITh CBOM
HAJIC)KHbIM, YCTOWYMBBIN K B3JIOMY apOJib;

5. Ecnu ecTb BO3MOYKHOCTh HalucaThb CaMOMY CBOM JIMYHBIN BOINPOC, MCIOJIb3Yi
3Ty BO3MOXHOCTB;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX AIMIMKOB. [IepBbIi 111 YaCTHON NMEPENUCKH C
aapecataMH, KOTOPBIM Tbl JOBEpsACHIb. JTO DSJIEKTPOHHBIM aJgpec He HaJlo
UCIOJIb30BaTh NPU pErucTpanui Ha popymax u caiTax;

7. He oTkpbIBail Qailsibl U Apyrue BIOKEHUs B MUCbMaX, a)Xe €CIU OHH MPHILLIH
OT TBOMX JApy3ei. JIyurie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (aiibl;

8. Ilocne oxoHuUaHUs paOOTHl Ha MOYTOBOM CEPBHCE MEPE] 3aKPBITUEM BKJIAIKH C
caiitom He 3a0y/1b HaKaTh Ha "BeriiTu".




Kn0epOy/JUIMHT MJIM BUPTYAJIbHOE U31€BATEILCTBO
KubepOymiunar - mpecienoBaHue COOOIICHUSIMU, COACPKAIIMMHU OCKOpPOJIEHUS,
arpeccuto, 3alyruBaHue; XyJIuraHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C TIOMOUIBIO
Pa3IUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBETHI 10 00pbLOe ¢ KNOEPOYNIMHIOM:

1. He 6pocaiicst B 60ii. Jlyumuii croco0: MocoBETOBAThCS KaK ce0sl BECTH U, €CIU
HET TOro, K KOMY MOXHO 00paTUThCA, TO BHAYalle yCIOKOUThCS. Eciu Thl HaUHeIb
OTBEYaTh OCKOPOJIEHUSMH Ha OCKOPOJIEHHUS, TO TOJBKO €Ile OOJIbIE Pa30XIKEeIllb
KOH(JTUKT;

2. Ynpasnsii cBoell kubeppenyTranuei;

3. AHOHUMHOCTb B ceTH MHMMasi. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMIaHCKUH 00pa3 BHUPTyalIbHOW >KU3HU. VHTEpHET
(¢ukcupyeT Bce TBOM JEHCTBUS U COXpaHSET UX. YJaIUTh UX OYyJeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cob6nronail CBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

6. Urnopupyit eauHuuHblii HeraTuB. OJIHOPA30BbIE OCKOPOUTENIbHBIE COOOIIECHNUS
Jydiie UrHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs Ha Ha4yaabHOU CTauu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMH COOOIICHUSMH, B
COLIMAJIBHBIX CETSX €CTh BO3MOKHOCTH OJOKHPOBKH OTIPABKU COOOIIEHUH C
OTIpEJICIICHHBIX aJIPECOB;

8. Eciu Th1 cBuperens kubOepOyyuivHra. TBOW AEHCTBUS: BBICTYMHUTH NPOTHUB
npecieaoBaTelis, IMoKa3aTh €My, YTO €ro JEWCTBHsS OLIEHUBAIOTCS HEraTHUBHO,
NOJIIEPKATh JKEPTBY, KOTOPOW HYXKHA TIICHXOJIOTHYECKas IMOMOIb, COOOIIHTH
B3pPOCJIBIM O (paKTe arpeCCUBHOTO MOBEJICHUS B CETH.




MoOuibHBI TejgedoH

CoBpemeHnHble cMapTPOHBI W TUTAHIIETHI COJAEPKAT B ce0€ BIIOIHE B3POCIHbBIM
GyHKIMOHANI, W TENneph OHM MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMHU
KoMmmbloTepamu. OJTHaKO, CPEACTB 3aIUTHI JJIsl TOJOOHBIX YCTPOMCTB MOKAa OUYEHB
Mano. TecTupoBaHMEe W TOHWCK YSI3BUMOCTEH B HHUX TMPOUCXOJUT HE TaK
MHTEeHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX MPUIIOKECHUH.
CoBpeMeHHBIE MOOUJIBHBIE Opay3epbl YK€ MPAKTHUYECKU JOTHAIW HACTOJILHBIC
aHaJoru, OJHAKO pacHIMpeHue (QyHKIHMOHANa BIEYET 3a CO0O0M OOJIbIIYIO
CJIO’KHOCTb U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce NPOU3BOAUTEIN BBHINIYCKAIOT OOHOBJIEHHUS, 3aKpbIBAIOIIUE
KPUTHUUYECKHUE YSI3BUMOCTH JJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUITbHOTO TeNedoHa:

Huuero He siBnsieTcst mo-HacTosmmeMy OecriaTHBIM. Byib OCTOpOXKeH, Belb KOTa
TeOe TpeasiaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO
TJIaTHBIC YCITYTH;

Hymaii, npexae yeM otnpaButh SMS, ¢oto unu Bugeo. Tol TOYHO 3HaelIb, Te
OHM OYJyT B KOHEUHOM UTOTE?

Heo6x011Mo 00HOBIATE OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonws3yii aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOWIIBHBIX TEIE(HOHOB;

He 3arpyxail mnpuiaoXeHuss OT HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MTPOTrpaMMHOE 00EeCIIeUeHHE;

[Tocne Toro Kak Thl BBIAIEIIL C CaiiTa, T/ie BBOAWI JIMYHYIO HH(MOPMAIIUIO, 3aii11 B
HACTpOWKHU Opay3epa U yaainu cookies;

[lepuognueckn mNpoBepsiid, KakWe IUIATHBIE YCIYTM AaKTUBUPOBAaHbl Ha TBOEM
HOMEDE;

JlaBaii cBOli HOMEP MOOMIBLHOTO TeseOoHa TOJIBKO JIFOISM, KOTOPBIX THI 3HACIIb U
KOMY JOBEPSICIIb;

Bluetooth momkeH ObITH BBHIKIIOUEH, KOT/Ia Thl UM HE TMONb3yenibes. He 3a0biBait
MHOT 12 IPOBEPSATH 3TO.




Online urpsl

CoBpeMeHHbIE OHJIANMH-UTPBl - ATO KPACOYHBIC, 3aXBATHIBAIOIIME Pa3BJICUCHMUS,
OOBEIUHSIONIME COTHU THICSAY YEJIOBEK MO BceMy Mupy. Wrpoku wuccienyroT
JAHHBIA UM MHUp, OOIIAIOTCA APYT C JPYrOM, BBIMOJHSIOT 3aJIaHUs, CPAXKAIOTCS C
MOHCTpPaMU M TIOJy4arOT OMBIT. 3a YJAOBOJIbCTBUE OHU IUIATAT: MOKYMHAIOT JIHCK,
OIUIAYMBAIOT a0OHEMEHT WU MPUOOPETAIOT KAKHE-TO OIMIIHUH.

Bce aTu cpenctBa mayT Ha MoJJiepKaHWE W PA3BUTHE UTPHI, a TAKXKE HA caMy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMbl aBTOPHU3AINH, BBIMTYCKAIOTCS HOBBIC
natyu (1udpoBbIe 3aUIATKU JJIsl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mopgoOHBIX Urpax CTOUT OIacaTthCsi HE CTOJIBKO CBOUX COIMEPHUKOB, CKOJIBKO
Kpaky TBOETO TapoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIIUU OOJBITUHCTBA
urp.

OcHOBHBIE COBETHI M0 0€30MACHOCTH TBOET0 UTPOBOI0 AKKAYHTA:

1. Ecou npyrodi urpok BefeT ceOs IUIOXO WM Cco3/aeT TeOe HENMPHUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. TMloxanyiicss amMHUHUCTpATOpaM HWIPbl Ha IUIOXO€ TMOBEJACHUE 3TOr0 HWIPOKa,
KeIaTeIbHO MPUIOKUTh KaKUe-TO JJOKa3aTeIbCTBA B BUJIE CKPUHOB,

3. He yka3biBaii 1nunyto uH(GoOpmMaIuio B npodaiise urpsl;

4. YBaxai Ipyrux y4acTHHKOB I10 UTPE;

5. He ycranapnuBaii HeouIMaabHbIE TATYH U MOJIBI;

6. cnonp3yii ClI0kKHBIE U pa3HbIE APOJIU;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [loka Thl Urpaemb, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.




OUINMHT WA KpaxKa JUYHbIX TaHHbIX

OOBIYHOM Kpakeil JAeHer W JOKYMEHTOB CETOJIHS YK€ HUKOrO HE yJIWBHILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHI 37T0YMBIIUIEHHUKH IEPEMECTHIINCH B HHTEPHET,
U IPOJOJKAIOT 3aHUMAThCS "TIOOUMBIM" 1€TTOM.

Tak mosiBUJIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (PUIIMHI, TJaBHas
1eldb  KOTOPOrO  COCTOMT B  TOJYYEHHM  KOH(PUACHIMAIBbHBIX  JAaHHBIX
MoJIb30BaTeNiel - JJOrMHOB U maposeil. Ha anrnuiickom s3bike phishing yuraercs
kak ¢pumuHr (ot fishing - peiOHas noBs, password - maposb).

OcHoBHBIE cOBeTHI 10 00pbL0e ¢ GUIIMHIOM:

1. Cneau 3a cBouM akkayHTOM. Eciu Tbl mojio3peBaelib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKMPOBATh €€ M COOOIIUTHh aAMUHUCTPATOPaAM
pecypca 00 3TOM Kak MOXKHO CKOpEE;

2. Ucnonw3yii Oe3omacHble BeO-CalThl, B TOM YMHCIE, MHTEPHET-Mara3uHoOB U
MOMCKOBBIX CUCTEM;

3. Mcnonb3y#t cioKHbIE U pa3Hble mapoiu. TakuM oOpa3om, eciau Tedsi B3JIOMAIOT,
TO 3JIOYMBIIUICHHUKHU MOJIYYaT OCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIIIO B CETH,
a He KO BCEM;

4. Ecau t1e0s B3j10Maiu, TO HEOOXOJIMMO MPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE€ J1I00ABJIECHBI y T€0SI B IPY3bsiX, O TOM, YTO T€Os B3JIOMAaJU M, BO3MOXKHO,
OT TBOETO UMEHU OYJET pacchUIaThCs ClIaM U CCbUIKU HA (DUIIMHTOBBIE CAlThI;

5. YcranoBu HaaexHbIM mapoias (PIN) Ha MOOMIBHBIN TennedoH;

6. OTKII0UN COXpaHeHue naposs B Opaysepe;

7. He oTkpbIBail Qailsibl U Apyrue BIOKEHUS B MUCbMAaX, a)Xe €CIM OHM MPUILIN
OT TBOMX JApy3el. JIyunie yTouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TU (ailiibl.




Iudposas penyrauus

[udposas penyranus - 3T0 HeTaTUBHAsI WJIM MO3WTUBHAsE MHGOPMAIIUS B CETH O
tebe. Komnpomerupyromas uHbopmalus, pa3MelleHHAass B UHTEPHETE, MOXKET
CepbEe3HBIM 00pa3oM OTpa3UThCs Ha TBOEH peanbHOW >ku3HU. "Lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBIM GopMupyerca U3 uHpopmanuu o tede B
HWHTEpHETE.

TBoe MecTO KUTENbCTBa, y4eObl, TBOE (PMHAHCOBOE IMOJOXKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MYOJMKalUM JIUYHOU
undopmanuu B MIHTEpHETE, HE TTOHUMAs BO3MOXHBIX MOCHEeACTBUM. Thl naxke He
CMOJKEIlb J0TaZaThCcsl O TOM, 4TO GoTorpadus, pa3MelleHHas 5 JIeT Ha3ajl, cTana
NPUYMHOMN OTKa3a MPUHATH TeOst Ha padoTy.

KommenTtapuu, pasmenienue TBoux (ororpaduii u apyrue AeHCTBUS MOTYT HE
UCYE3HYThH JIaXKe IMOCJIE TOT0, KaK Thl UX YJaJuIllb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty HH(OpMaIHIO, IONaia 1M OHA B MOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIU OHA, &
[JIABHOE: YTO TOJAYMAIOT O TeOe OKPYKAroIIWe JIFOAU, KOTOPbIe HAUIYT U YBUIST
s10. Haiitu uHpoOpManuio MHOTO JEeT CIYCTS CMOXET JI00HM - Kak U3 J00phIX
noOYXKJIEeHUM, TaK U C HAMEPEHHUEM NPUYUHHUTH Bpea. ITO MOXKET OBITh KTO
YTOJIHO.

OcHOBHBIE COBETHI MO 3a1IUTe MUGPOBOM peryTaIuu:

1. [Togymaii, mpesxxzie yeM 4To-TO MyOIMKOBATh U NEepenaBaTh y ceds B 610re Win B
COLIMAJILHOM CETH;

2. B nactpoiikax npo¢uis yCTaHOBU OIpaHUYEHUs HA MPOCMOTP TBOETO MPOQUIIs
U €ro COAEPKUMOro, CAenai ero ToJbKo "mis apy3en”;

3. He pasmemaii u He yka3piBali HHGOpPMAILHUIO, KOTOpas MOXET KOro-JIuodo
OCKOPOJIATH WIJIH OOMIKATb.




ABTOpPCKOE IIPABO

CoBpeMeHHbIE IIKOJbHUKHU - aKTUBHBIE MOJIb30BATEIN LHU(PPOBOr0 MPOCTPAHCTBA.
OpHako fAajleko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MOXXHOCTAMHU
uuppoBoro Mupa TpeOyeT CoOOJIOJEHUs TMpaB Ha  HUHTEIUIEKTYyaJIbHYIO
COOCTBEHHOCTb.

TepMmuH "uHTEIIEKTYa IbHAsl COOCTBEHHOCTD' OTHOCUTCS K Pa3IMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 ymMa, HauMHAasi C HOBBIX M300peTEeHUMH M 3HAKOB, 0003HAYAIOUIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYI'M, U 3aKaHUMBasi KHUraMu, (ororpadusmu,
KMHO(DUIBMAMH U MY3bIKaJIbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCcKME TpaBa - 3TO IpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha
POU3BECHUS HAYKH, JINTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUIEKTYaJbHBIN/TBOPUECKUN TPyl aBTOpa HE
OyJeT HampacHbIM, JacT €My CHpaBeUIMBble BO3MOXHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M mpu3Hanue. Hukro 0e3
paspemnieHusi aBTopa HE  MOXET BOCHPOU3BOJIUTH €ro  MPOU3BEJECHUE,
pacnpocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
nycKaTh B MPOKAT, MyOJWYHO HUCHOJHATH, MOKA3bIBATH/UCIONHATh B ddUpE WIH
pa3memniats B UnTepHere.

Hcnonb3oBanue "mupaTtckoro" MporpaMMHOr0 OOeCreYeHUs MOXKET MPHUBECTH K
MHOTUM PUCKaM: OT MOTEPU JAHHBIX K TBOMM aKKayHTaM JO0 OJOKMPOBKH TBOETO
yCTpOWCTBa, TIJ€ YCTaHOBJEHAa HeleranbHas mnporpamma. He crour Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHblE U O€CIIaTHBIE MPOTrPAMMBI, KOTOPBIE
MO’KHO HaliTH B CETH.

O noprane

CereBu4OK.pd - TBOH TIJaBHBIM COBETYMK B CETU. 3]1€Ch Thl MOXEIIb Yy3HATh O
0€30MacCHOCTH B CETH IMOHSATHBIM U JIOCTYIHBIM SI3bIKOM, @ NPU BO3HUKHOBEHUU
KPUTUUYECKON CUTyallun OOpaTUThCS 3a COBETOM. A TakKe NPUHATh ydacTuE B
KOHKYpCax U CTaTh CaMbIM LIU(PPOBBIM I'pa’kIaHUHOM !




